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INTELLIGENCE COMMUNITY DIRECTIVE
NUMBER701

SECURITY POLICY DIRECTIVE FOR UNAUTHORIZED DISCLOSURES OF
CLASSIFIED INFORMATION
(EFFECTlVE: 14 MARCH 2007)

A. (U) AUTHORITY: The National Security Act of 1947, as amended~ the Intelligence
Reform and Termrism Prevention Act of 2004; Executive Order (EO) 12958, as amended,
Classified National Security Information; EO 12333, as amended, United States Intelligence
Activities; EO 13355. Strengthened Management of the Intelligence Community (IC); and other
applicable provisions of law.

B. <m APPLICABILITY: This directive applies to the TC, as defined by the National Security
Act of 1947, as amended, and other departments or agencies that may be designated by the
President, or designated jointly by the Director of National Intelligence (DNI) and the head of
rhe depanment or agency concerned, ac; an element of the IC.

C- (U) PURPOSE: Unauthorized"disclosures of classified information, including media leaks,
may compromise sources and melhods and pose a threat to national security. This directive
establishes the DNl's policy to deter, report, and investigate unauthorized disclosures and to lake
appropriate prolective and corrective action. This IC directive (ICD) rescinds Director of Central
Intelligence Directive 6/8, dated 9 December 2002. Notification to the DNI does not affect the
authorities and responsibilities of Senior Officials of the Intelligence Community (SOIC) to
report to the Attorney General possible violations of federal criminal laws under EO 12333, as
amended.

D. (II«FQHOrPOLICY: SOICs shall promptly report 10 the DNI. via the Special Security
Center (SSC). actual or suspecled unauthorized disclosures including media leaks of classified
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information that meet the reporting criteria in paragraph E. except for disclosures that are the
subject of counterespionage or counterintelligence investigations.

E. ~ UtFQ' 'O)<REPORTING CRITERIA: The DNI directo; SOICs to promptly report each
actual or suspected unauthorized disclosure of classified information that is likely to cause
damage to national security interests. Such disclosures may include, but are not limited to:
l. ~ 1 !l'POUQ) Unauthorized disclosure to an international organization, foreign power.
agent of a foreign power. or terrorist organization.
2. "'" WEO' I~National intelligence activities or information that may be at risk of
appearing in the public media. either foreign or domestic, without official authorization.

3. Cl l//FQI IO~ Loss or compromise of clao;sified information that poses a risk to human life.

J°'

Loss or compromise of classified information that is indicative of systemic
compromise.

4 . , (I WEDI

5. .(U.t'EQI 1o; Loss or compromise of classified information storage media or equipment.
6. ,(I I1£EQI IQ~ Discovery of clandestine surveillance and listening devices.
7. (I IUFQI TO~ Loss or compromise of cla">sified information revealing US or a foreign
intelligence partner's intelligence operations or locations, or impairing foreign relations.

8. 41 J/$0110).Such other discJosures of classified information that could adversely affect
activities related to US national security.

9. .(U'lf"OUQ) Loss or compromise of classified information revealing intelligence sources
or methods, US intelligence requirement~. capabilities and relationships with the US
Government.

F.

1(ULfFQLJO~

REPORTING GUIDELINFS: SOICs shall report via the SSC:

I. ({ 11/.POUO) Actual or suspected unauthorized disclosures including media leaks of
classified information.

2. (1 IICfOf}O) Copies of all crime reports submitted to the Deparunent of Justice (DoJ),
concurrently with such submission to DoJ. on any actual or suspected instances of unauthorized
disclosures of classified infonnation.
3. (I IllEOI IO). Updated reports as appropriate, or as directed by the DNL of the status of any
given incident. These reports sha1l include:
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a. (I IlfFQI IO)- A complete statement of the facts .
b. (I I//FOJ ID.> The scope of the disclosure.
c. (WtJiOl IQ)oSources apd methods that may be at risk.
d. (I TlffiQI IO) The potential effect of the unauthorized disclosure on national security.
e. (~Vt¥0UO>Corrective or mitigating actions taken by the SOICs involved.
4. (I W.fOI x~ Final disposition of all reported cases, including sanctions administered; e.g.,
written.or verbaJ.rer)filJ'lands, suspension without pay, revocation of clearances or special access
approvals, and termination of employment.

G. (U//FOUO) OTHER SOIC RESPONSIBILITIES:
l. {IIL/FOUO)oAdminister to all individuals approved for access to classified information
and materials appropriate non-disclosure agreement"' that address and reinforce the requirement
for the continuing protection of all categories and levels ofclac;sified information including third
party information.

2. ~Ultli011 0~Fonnally debrief all individuals no longer requiring access to national
intelligence infonnation. Debriefing procedures shall stress the continuing obligation to protect
such information; the return of all classified information the individuals may have in their
possession; and sanctions and penalties that may be imposed shauld the individuals fail to
comply.
3. (I J//FOPOHdentify all factors detennined to have contributed directly or indirectly to the
compromise of classified information and ensure they are corrected. Jf corrective action falls
outside the available resources or authorities of the responsible SOJC, that SOIC shall provide
full details and recommendations to the DNI for consideration.
4. (t.JJtliOUO) Ensure the workforce understands the policie.." and procedures embodied in
thiit ICD to include the impact that unauthorized disclosures have on organizations' missions and
national security as well as the administrative and criminal sanctions that may be imposed on
those individuals found lo be in violation of applicable laws or regulations.

5. .( 1 Wii0110) Oversee the hiring and retention of a trustworthy workforce that is properly
instructed in the appropriate classification and handling of sensitive materials and the prohibition
against unauthorized relea'ie or disclosure as it applies to individuals with former as well as
current access.
6. (I ll/FOUQ) Educate the workforce regarding processes and procedures for promptly
reporting unauthorized disclosures including media leaks.
·
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7. HJ//FOI TQ.1 Develop. implement, and update continuing security, counterintelligence. and
security awareness programs for the protection of classified infonnation and ensure all associated
practices and procedures remain current
8. i(I woor IQ)r If determined that an actual or suspected incident involves classified
information originated by or otherwise within the responsibility of another IC element, the SOIC
of the affected organization shall advise the SOIChaving originator authority over the
information concurrently. with notification to the DNI. If such an incident involves a foreign
intelligence partner, only the SOIC who manages the relationship with that specific foreign
partner is authorized to report the incident to that foreign partner.

H. (UllFOUO) SSC RESPONSIBILITIES: The SSC shall:

l. GI J/ffiQl IO)..Maintain the repository for all unauthorized disclosure reports.
2. (1 J/fEOC IO} Coordinate with affected elemento;, including the Office of the DNI /Office of
the General Counsel, DoJ, and appropriate law enforcement organizations to track all incidents.
compile statistics, and perform relevant data analysis.
3. 4JillFOUQ.fRecommend to the DNI policies, programs, and processes to strengthen JC
safeguards against unauthorized disclosures.

4. (J 111.E"OtJO)-Provide compliance oversight.

I. (U) EFFEC'nVE DATE: This lCD becomes effective on the date of signature.

Date
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